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e 2 FL (ASIL-B & ASIL-D)

STL DFF Parity/EDC SRAM ECC

Implementing error
correction code (ECC) on
ILM, DLM, I/D-Cache
with enhanced address
and multi-bit error
coverage

Implementing error
detection code (EDC)
on core DFF. Selective
coverage of
architectural, pipeline
or all DFF.

Providing STL(software
test library)

Implementing error detection
code (EDC) on core boundary IO
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1O Parity/EDC Dual-Core Lockstep

The Dual-core lockstep cores
executing the same code,
then their outputs and key
internal states are compared
every cycle; Any mismatch
will generate a fault by the
comparison unit

Automotive Safety Integrity Levels

FMEDA

High
Level i
Block / Failure Node (FE) for the block
ORPONE  Apumanent o
at [FM] Permaneint
Group

Block S
Component
Group

Block / Subblock

Block /

[Prop-down] : Component

FI

distributi distribu

tion

All spplicsble failure mode
of computastion or communication execution 97. 0%
caused by faults in the master core (100} :
master core - - 4. 7720 logic

1 Master coxe

9. 0%

Unexpected ECC error detectiom:1. Detect
error when not expected (false alarm).2. Not 1.0%
detect a true ECC error.

0. 5%

Generste wrong ECC code to the SRAM write

dats bus —

1. 1%

Unexpected SEE correction:

1. Do correction on correct data and result 1 0%
in datas srror. :

? miccing s trua ARE corraction

TLSR short
TLSR 01

Top level safety requirements (TLSRs) on IP / IC Level
Wl NA90O shall provide the required safe computation

99.996%

1.0%

99.784%

NAS00 shall protect the data integrity of all safety related SRAM Storage and

2 transfer between core and SRAM. TLSR 02 99.268% 98.885%

1 NASQO shall provide safe communication through the bus interfaces TLSR 03 99.996% 99.784%
NASOQO shall be configured through external miscellaneous input signals,

:4and correctly indicate the processor status through external miscellaneous |TLSR 04 99.996% 99.784%

output signals.

Safety Manual

e 2 2.5EooC Overview
¢ 2.1 2.1. Definition of Components as SEooC
¢ 2.2 2.2 Processor Modes
e 2.3 2.3 Top-Level Safety Requirements
e 2.3.123.1. Performance Impact
e 2424 Top-Level Safe States
¢ 2.52.5 Non-Functional Requirements
¢ 2.62.6. Constraints and Assumption of Use
s 3 3. Safety Architecture
¢ 3.13.1. Safety Status and Fault Signals
e 3.2 3.2 Safety Measures
e 3.2.13.2.1. Detection & Indication and Reaction Time
e 322322 Internal Safety Mechanism and Design
Measures
e 32213221, Safety Measure 1: HWSM-DCLS
e 32223222 Safety Measure 2: HWSM-SRAM-
PROT
e 3.2.2.33.2.2.3. Safety Measure 3: /O Protection
HWSM-I-PRCT, HWSM-O-PROT
s 32243224 Safety Measure 4: Non safety
Isolation HWDM-NSI-ISO
e 3.2.2.53.2.2.5. Safety Measure 5: TSC Comparator
HWSM-DCLS-TSC
s 3.2.3 3.2.3. External Safety Mechanism
e 3.2.3.13.2.3.1. Safety Measure 6: Watchdog Timer
HWSM-EXT-WDG
s 3.23.2 3.2.3.2. Safety Measure 7: External Check on
Protected Output Signal HWSM-EXT-O-CHECK
¢ 3.3 3.3, Assumption of Use for Safety Mechanisms
e 4 4. Integration Requirements
s 4.14.1.IP configuration
s 4242 Configuration Parameters
s 4343 External Hardware Blocks
s 4.4 4.4 Verification Activities of Integrator
s 4.5 4.5, Additional Support From Nuclei
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